VIRTUAL MEMORY (e ju2il o
RUN---REGEDIT -----HKLM----SYSTEM------CURRENT CONTROL SET ---CONTROL ----SESSION MANAGER-----
MEMORY MANAGEMENT
Aldia gl odijl e Il Giall a5 PAGE FILE cile 230 s AY) 4gal) b
asadll da gl (e lgdia (Say ¥ ) el pall idal o
RUN---REGEDIT---- HKLM-----SOFTWARE----MICROSOFT----WINDOWS----CURRENT VERSION----UNINSTALL
Adda 3l yall gl yul) awd LSS o
1A% Ll g3 a8 Al el sl ids (e SYSTEM RESTORE 4iles el o
RUN---REGEDIT----HKLM----SYSTEM----CURRNT CONTROL SET ----CONTROL----BACKUP RESTORE
ALY A @ Al ) clilal) jlus 4b S5 g FILESNOTBACKUP 4sacsi 3 VALUE STRING wile (4l
BSIAN (ha Lgdlad g3 SIA B dAllle AL gal il Gy (BUS) die
RUN---REGEDIT -----HKLM----SOFTWARE-----MICROSOFT----WINDOWS----CURRENT VERSION-----EXPLORER
3a) g 4addl) 4hei g ALWAYSUNLOADDLL 4xani 9 STRING VALUE wila (s
REMOTE DESKTOP SHARE J«¢ <4y o
RUN---GPEDIT.MSC----COMPUTER CONFIGURATION-----ADMINISTRATIVE TEMPLET----WINDOWS
COMPONENT-----NETMEETING-----DISABLE REMOT DISKTOP
ENABLE () 4afll) s
Sy ) A 3 (e pdiiee pial @

RUN-----HKCU-----SOFTWARE----MICROSOFT----WINDOWS----CURRENT VERSION----POLICIES-----
SYSTEM
aa) g 4aidl) 43ke’ g DISABLE REGISTRY TOOLS 4awi 9 DWORD wile (il
daia 3 pal) addiiceal) Glua Ja1a eSS o)) B ghdl) dli Jas S8 cany

il L) asan Ao 392 gall HIDEN SHARE &113Y o
RUN---REGEDIT----HKLM-----SYSTEM----CURRENT CONTROL SET-----SERVICES----LAN MAN SERVER-----
PARAMETER
e Aadll 43kani 9 AUTOSHARESERVER “4asi s DWORD wila (il
s Aagdll Ahaai 9 AUTOSHAREWKS 4xacsi 9 A1 DWORD wila (i
Sl @ by Jard &5
) < li HIDEN SHARE 45 4
RIGHT CLICK MYCOMPUTER---- MANAGE---- SHARED FOLDER----SHARES
$ Adle il cisa JS sy 9 0 B g ga g B e il L) e o) Badll i ga
aSail) da gl gAY o
RUN ----- REGEDIT ----HKCU-----SOFTWARE----MICROSOFT----WINDOWS-----CURRENT VERSION-----
POLICES---EXPLORER
1a) g 4addl) Abani 9 NOCONTROLPANEL 4saii 9 DWORD wila (4
Tl Gudl e JAY) andiial) die 53 g gall el ) 435 (e pddies pidd e
RUN-----GPEDIT.MSC----USER CONFEGURATION-----ADMINISTRATIVE TEMPLET-----START MENU
TASKBARE-----REMOVE COMMONE PROGRAM GROUP FROM START MENU
Lele el gl i OB 9 Jabigl) (ha Ban Al il day o dgleal) 330 9 ENABLE ) W ki 5 4ad AT o kil
Ll ¢l juan ol ol 3 WINDOWS 4l g 4alall axal o
el (o A shatd) (e ddd Jas Ay
RUN----REGEDIT---HKLM----SOFTWARE-----MICROSOFT----WINDOWS-----CURRENT VERSION----SETUP
S Baga gal) AAil) L () lsall yii g e Jaiial SERVICE PACK SOURCE PATH awbs cila a3 gAY dalil) b
el
Lgale 4N (e USB 4laal o
RUN -----REGEDIT----HKLM-----SYSTEM-----CURRENT CONTROL SET-----CONTROL



) Jiili g 4le Lkl a5 STORAGEDEVICEPOLICIES 4xami 9 NEW KEY JUdS g zUika A o ey LIS Jadlally a 6
22 g dabl) d3kni 5 WRITEPROTECT 4ecd 5 DWORD wille (i g 43801 dzalil)

Jaad 0S5 al ) AUTORUN 4sald Jiadal o
RUN ---- REGEDIT -----HKCU-----SOFTWARE-----MICROSOFT----WINDOWS-----CURRENT VERSION----

91 V195 (ya LAY cilal) dad s
sabale gAl (e JiST pidl e
RUN----REGEDIT----HKCU----SOFTWARE----YAHOO-----PAGER------TEST
3a) g Aagdl) 4dan’ g PLURAL 43asi 9 DWORD wila (il
oS IS dada iy 3 g cile ) e ABl) 3ic e
RUN -----REGEDIT----HKCU-----SOFTWARE----MICROSOFT-----OFFICE----WORD-----OPTION
e da8l) 43kaxi 9 EXPORT PICTURE WITH META FILE 4asd 3 STRING VALUE il (&l
4aildl) (1 FOLDER OPTION sUa) Lgie il (g sy ol i) 2ie o
u 9 () gl g Adaad g3 (g ) )3} 2
RUN---REGEDIT---HKCU----SOFTWARE----MICROSOFT----WINDOWS----POLICIES----EXPLORER
35294 OS5 al &) Liua Aaddll Akaal 9 NO FOLDEROPTIONS 4awsi § DWORD wila (i ol
daliall jgaiy gl CligSa cpa Sl aa g Y el padl A1) fAdLG) ) Jedal) i o
Bia o Jaially o gl a8 Lgbdad g HIDE 4alS ¢ Giad o SYSOC.INF pmiy Cilla (8 Giad g [NF Al sh ) o Joaligll jalgd ) dn 50
START 4aild zid a el A8y o llid JA @
RUN—REGEDIT--- HKEY_CURRENT_USER----- ControlPanel----- Desktop
35350 0% al O Jika Aeidll Lded 5 MenuShowDelay “awi s DWORD wile (i
A e Adral A8, jh (g g ¢ B SIA Gllgiad AN ciladdd) (e LAY Jraady ealig B S sy Al A Caaw e
Computer Management ----SERVICES
. Print Spooler -14ic a3 aubhind dajls sl ¢S ol 131G Aol £y 138
Task Scheduler -2/31ci a33a3 il aiaa @3y ¢ | B galin ¢ | il dlaga
Leda gl B all oda Zliad Y cuis
Messenger -3<idai ¥ «is 13jci A8l e Wl (AN Jibapl) Sy 9 Juu
Al dala Yai A
Computer Browser-44Ja ¥ S 13 a0 Al e 8 j4aY) dail g sy
Al dala Yai A
Remote Registry Service-50¥¢ oe AGal i Jad ¢ Jaad) ) aay asasll
A dala YU Al d0a Y S 13 Asa e AT jlea
. Telnet-64 zlias ¢ cuild 138 La G i ¥ s 1)
Uninterruptible power supply-7ahiiall & 53l 355s Jars aSa% (UPS) 13
Jaadd) odgd dala VG Jlgadl 1da ddai Y s
Service Cryptographic -85_idall il J s gl ge A gisomal) A o
Condd dlae Al NE e Jari ¥ S o) Adaal) AGAN o iliall g
JAaddd) sigd dalay
Portable media serial number -9xG, = Jsaall (e U gisma A
4l AU 5 i gaash) Slgan Juasall Jdsanall Rae gal) Slgadl Audoal)
Aldat) daadd) odgd dalay aaf ¥ ol g Afuw gal) clilall Al 3
SSDP Discovery service -10ss 3 g dSadlly Lilhli Juati ) 3 J4aY) add3 A g
. UPNnP3_:U 3 42 (&
Windows time -11350s 5 & Jla Om sl A gal el @it e A gisoun o
sl 3g0p gl 08 o Gl Adaal) 4,40 TIME SERVER »3¢d dalay cudd
JAaadl)
Wireless zero configuration -12¢)u « 4Ly ) 4G 5 4l ey aadid o
Aaadd) odgd dalay cundd Aglu ¥ Al Hsal 0K Al
¢ gy S Al idigaa die sUadY) Ge o Jlal Al ) Jiludl e palidl) o
reporting error< Advanced<System< Control Panel



DISABLE hi&ai g
CLALINTFS alai aladi) dic 4l gha 3 58§ iy Alaall mid b Clilal) (pa S 30 o (5 65al & Jalaal midl) 2 @
RUN---REGEDIT ---- HKEY_LOCAL_MACHINE------ SYSTEM----- CurrentControlSet------ Control
NtfsDisableLastAccessUpdate auouu 9 DWORD il (Al
A>lg dousll Aubsi 9
J9abgl) ) 7 slll agil gl sis Gpaddiicall Le Al 4 gl A8y 3k o
Control Panel - Administrative Tools - Local Security Policy ----- Security Options----
Interactive logon: Message text for users attempting to log on glieoll 11D dic aAJlw,Jl s
Interactive logon: Message title for users attempting to log
aJlw,l vlgic uls)
Jsby Al Jrdi i Gh AL e
Tools Administrative------ Local Security Policy------ Options Security
Shutdown: Clear virtual memory pagefile
ENABLE () 4aidl) i
RUN ----- REGEDIT--- HKEY_CURRENT_USER\Control Panel\Desktop
WaitToKillAppTimeout
3000 ) dadll i
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control
3000 ) dadll i
JedbgJrdicila Al e
el Sl Ay sie F8 Ao kil e
Safe Mode -1
sl B 3Aal tae (G glall (Sl geal g Apabad) clblal) aladiuly Jadal)
Sl Jlgay Adle dau 53 (oS ey ceiliall daglyy o2l Jlga sy Al
Jarg al Jla B, Ja8d) Al Ll ¢ g gy Aol yidY) Uil cilasd g b))
ASal) Bas g3 5 00 al ALY dalay (95 388 () £ gl ALl S5 gaast)
LB ZYoaY Al Nl
Safe Mode with Networking -2
Ll ) Al ) dadd L) Jaudil) ga) g clilall aladiialy Jauddl)
Al
Safe Mode with Command Prompt -3
Al (oAl Jaaad day, JaBh Apula) cililal) g Sl )y aladialy Jedil)
J Az gu ) Babiill dgal g (e Y el Y1 43 54 U2 . Windows
Enable Boot Logging -4
Al Al gl (Aaaa cils A1 cilasdd) g Jaadil) gea) g ABS Joadd p UG Jaadal)
cidall 18 on, dida N alail) Ji§ (e) OS5 ntbtlog.txt daa & a2 5e s
AL SRS oy JSUIa (A Capad) Baat) wibe gl B i, «Jdlsg
Enable VGA Mode -5
Sl el aladiuly Jaddl) ey VGA 0SS Ladic i ol 138, ol
SR e a0 (B i (oY) guadl) B gUa aa JadS el Cudiy Cuach 3
. Windowszawe Jsiy
Last Known Good Configuration -6
Al il Sl gl ya g Juaeail) cila glaa aladindy Jiiil) s uWindows
b Jadi ey AT da ol @ |t 4 ¢ 1488 oy, Jads Gl AT e Lgladay
asiiul, Last Known Good Configuration geaall e (neSil) el b Lt
o gl g 33 g8dal) Sl gal s o clilall Lgnand ) JSLEA) Jag Y 4SS
Directory Service Restore Mode -7
Ol Balati) 8 ok aadi g allal) Jids Aalail Jal (e 138 SYSVOL 4edd g
Jda, Active Directory Jise aSaisaag e
Debugging Mode -8
A gl ) il QS e i) cila glia Jla) s JaEl) s



Codlill 1y e Cudiil) Ciladd (Cuaddind 3§ gl adind @S 1)) Windows e
aladily aURI 318 i) gl Baladiualy Ablaie 4810 < 1 LA JALES 35 ¢ 5 gasall)
2 8 Cnll Cledd
€39ahg o A adl g prdaali el ARy b o
4dul) adl) 43 3uali 9 dnscache.reg pwby i sl
Windows Registry Editor Version 5.00
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Servi]
[ces\Dnscache\Parameters
CacheHashTableBucketSize"=dword:00000001"
CacheHashTableSize"=dword:00000180"
MaxCacheEntryTtiLimit"=dword:0000fa00"
MaxSOACacheEntryTtiLimit"=dword:0000012d"
@¥34 & aule ball pi
RUN---- gpedit.msc ----- local computer policy------- administrative templates----- network-
----QoS Packet Scheduler ------- limit reservable bandwidth
Jua N 20 (e Aadill yuid g ENABLE JUAS g 5 A% Aaidl) o Jaial o
Iy B i ANL Juady) pladil o
Run------ regedit--------
HKEY_LOCAL_MACHINE\System\CurrectControlSet\Services\Tcpip Parameters
30! 240 o+ AU zUkall Qowd juasi
TcpTimedWaitDelay
PVl gt 9 Aouddl s aubbei 9 DWORD walo Jowi 4Ly
el Jas pdi g Sl b 2anS @
RUN ------ REGEDIT-----
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer
g A a4 4adll i DesktopProcess asouu 9 DWORD wilo cowinii
aJWI closdl Ay Ao Juani jgaig duyant adga )l Ladic o
Logon failure user account restrictions
RUN-----REGEDIT-----
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\WindowsUpdate
FULL ACCSES a.bsi 9 PERMISIONS ,l=w 9 WINDOWSUPDATE gliso Ne oy S beai od
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
.NoWindowsUpdate I\l zUiall cilal 4
Al cla) aladia dic Uadd) Jilay @
Jualy) dpds il 585 (e (38a5 Ales (32123600
Ll b dia pdise oo WS 23601
ddia ¢ ) (e 7 giba (prall diial) com 602 Juaiy) dSud Juail J glay )
Llae Jus 0 gl T JAT Jlaatl A0l Jlal) Ja5 (e Llla addiina ¢ daladin)
e ) kil (3 I a8 udlld gl Ja i) Bad i3l kS s A
LAl aladiia
Ja e daiall ©33all 074603
Aaaia 8 cilaglia (el 29604
JAiall Cla glea Gt (S ¥605
Jeaia pf Gual) 201606
Lua G oo sl 23607
P se € Sl (el 3608
P e € S €55 (e 23609
Jha s S@ise O Gl 23610
A A (pad 21611
waada S A gl (el 21612



e s b a (el 23613

AR Li35a ¢ i 510614

Ol M) e ) dial) 2y 21615

Al g Gk (3123616

pdgall Juai) ab g B 23617

Zsia p Gl 111618

Juala g (ral) 241619

Al bl ¢ ) st 15620

gl s b Ul e 42i621

gl 8y Juaad sl o 513622

i) 13gd cicilgd) yida JAY) Al a3l e )0623

Jdlgd) Jﬁ.\ iJa &Lﬁ.\aﬁ emﬂ\ U'b JM624

gl s b Aalla b cilagia o A1) 50625

) Jraai )23626

Llke o gl 403627

Juayl (3¢ 41628

i) 5 gaasl) 33§ 0a Jual¥) (3YE) 43629

Sl (A b G aa gal) Jlall adas 43630

psally Juaiy) asdival) k3631

ona g Ay paa (8 SN 29632

wodball Gllall 446805y al g (o aladiad) 4§ 23541633

Saml) Juai¥) A o i gaaasl) i J 103634

o gra i Uad 2201635

7

Sl Sl dially (3854l 5421636

Ledisad Sy ¥ Al o sl 23637

ol dga £10a3H 21638

Al Joa g Al 65 222639

Jady Uad &3a,NetBIOS 640

3,184 pasads ailall <0 ¥, NetBIOS 641 Jueall oo Al 4 glhaal)
slaui 15l NetBIOS 642 51l Asid) o lhia Jawis d (ald) 5 guastt
Allall gl Juaiy) Al g JE2643

ety dspdd dBLdal) Jilu ) AL 1644

BSbaall B A Uad &0a645

B O sl 1 (B Glual) ) Jsaall Jads £ sas 12646

Jhre Gluall647

cbaal) 13gd el dalS da¥ e 30 4131648

AR Gl gl aY ¢ Y qluall A (41649

Al Jga gl alle dilain) 222650

bi oo pagall alei651

pasal) e ddg pa i Al 3529652

ahaiall (8 adgall Jud (e qualhaall g Slall o ) fad) o o device 653 ¢
<iJall., INF

adaiall b st gf el iy device 654 <idall (o, JINF Gipa s 58k
sSW e dall ol af <MESSAGE> 655 kil 4 device <ida)) (.. INF
35U ¢ siay <DEFAULTOFF> 656 aaill & device <idall ¢ JINF 58w o
g gl

didall g e, ,INF 657 Jleall palid)

cida 2 gl an) INF 658 cidal) (b 5l Slgally galdd) INT Jailu slly (aldld)
72

Jaa dish



cidall sy, JINI 659 G 520 58 g amd () il glly Qalid)

cidall s 53 ¥, JINF 660 Y0 cliain) 4 o Slgaly galdl)

cidal) i, ,INF 661 i ) Sgall galdd)

ahiadl B agaga e g Sla Guadl U glas dlia device 662 il (.. INF
idall juda, JINI 663 i 520 5 g .58 () bl glly Lalil)

AR (e B SIA 8664

Joa JSy ad gall G685 a1 a1665

Ali 5 a3 5all 2 93 Y666

cidal) 3s1 )3 (e alall) (Sady al, JINT 667 ailu sl alad)

Juail sl 2668

cidall & aladind) dalaa, ,\INI 669 dalla & hilu sl Galdl)

cidal) (1 adalall aud 364 (Ao Al e s, . INT 670 bl sl palid)
cidal) e gl £ 53 851038 (A 031G xS ala), INI 671 Ll sl (aldd)
idall e gl amd 3513 (Ao a3 s alad), JINT 672 hailu sl (alid)
Cidall (e aladial) 351 ) Ao a3 s aladl), JINT 673 hailuslly (alid)
didal) (pa Juai Alilly clilld) Jaal e @Y1 aad) 3516 o LG e JUaI674
o NIkl sl alil)

cidall (o Jalald) Juadl (s guall) de jual) 35155 Ao alE s alll L, INT 675 caldd)
il il

i dicilyl) 23676

psall 08 Y0 L padd Glai677

Ala) 4l 2519678

Sl oo digisl) e g 8 aBI679

b 22 52 Y680

e Ul oo p3sall 2101681

Jaall o dalla 8 el dals g/ 5 aadiaal) aul (Y Jua s 2 43691
pisall g A b 2525692

Alal) e Jads a4 41695

Lisa Allal) T Jibik 29696

Aty cililal) 345 JiS 21697

LS 3al) ¢ el A glady o gall dlain) 03699

cidal) & i sall oY1, JINF 700 faa Jash Sgally palid)

S8l el g Jad (e Baaina g Jluall Ay ) a2 54l J53,COM 701

o J L ey ¥ (bl (81 (il glaa slhe) Jual¥) dipm k703
PRECHM

Ja e Jua¥) 3, 23,704

Aalla € gyl Aa705

25058 59l 3y Ui X, 707

sl dala s 1708

Ll ol Tan 3 may Lol AalS (1685 33, Jlaal) o g ual) AalS i B Uai709
L daddiia g e dals (ol

A gally Juaty) s U jgladll 8 Adulas eUadf oo Giist) 23710

Jaw (B Adl) e glaa 89, ) J gea 1) dadd B 10) Jibdid £ S0y Y711
) 1)
el def ads ¢ ) g e I, olatY) Al Adial) Bis 45 ATi712
Lghi 1263, ISDN 713 5 8 gie i

4l 2261y, ISDN 714 4all<all £1 Y 3 gia

Bis el diclgl) bl de o8 G Tan 38 plad] citin715
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G 2253 Y IP 717 (sbind il geaadll 23 8 gia, TP dl) J g o) danid
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e Y Sl fi9aasl721
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B4 g all dalS Jide cqalhal) 2o, 4 jgeall g all

dalla e b sl g oo disl 25740
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Al aciy wid a3 A Jlaiy) Uglae @l28773
AT e Jua J g, s Jad un Jualy) A glas L2774
) i gnasl Jad (e dallsal) pda 43775
"zle oY) ade M e e i Aga o) Y dallall Jlall 423776
Shra amad) 5 gaasl) o a0 gall oY Juail) 4 las 128777
phlall 4308 (e (383 QS 0S5 21778
Ao 3ty aladin) & o Jaty) 13 aladiuly a4 Juall £1,2Y779
Juai) 13gd dalla 8 Abl 5, aLAY 4l glas i780
Aalla salgd 4 o ) dfiad) sy Al Ay il A glaa cil2é781
il Al gl Gy i@ A glaa sic "denied Access " Ja gkinl i o
SAFE MODE _Lid) 5 jlgal) Sl 40y sic F8 e Ll a 81 a5 ADMINISTRATOR 4aild (raa (1585 &) g Y ol
el (s giea 2383 5 SECURITY ad paibad ol (aay dllS 4le bl g AlSdall calia Jalgdll JUAS o5 WITH NETWORK
. olsall
Gaob ¢o i g SAFE MOD () Jsaall ) daladl (g0 galad 2 gall & SECURITY Lkl (Sa
RUN----REGEDIT-----HKLM------- SYSTEM-----CURRENT CONTROL SET------CONTROL-----LSA
Jiua Aagill Adaes 9 FORCEGUEST 4xaci DWORD wila (il
%3 PP PR g X\ S GEN R L
RUN----- REGEDIT----- HKLM\SYSTEM----- MountedDevices
"\DosDevices\D:"s £ 5 e bale) jd) A
AL
"\DosDevices\Z:"
Wl asy,hll
RIGHT CLICK ON MY COMPUTER ------ MANAGE------- DISK MANAGEMENT----- RIGHT CLICK
ON ANY PARTITION ------ CHANG DRIVE LETTER
RS 8 lal) pa Al e ddial) dabuall o) 285 9 Joalig (B g0 A ALl jsakiade e
RUN---RGEDIT----
HKEY_CURRENT_USER \Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
NoLowDiskSpaceChecks 4« s DWORD il sLi) Al
(1) 4adlll ddaad
b guaall ol B AL Jaddl) G e
RUN ------ REGEDIT-----
HKEY_LOCAL_MACHINE \ SYSTEM \ CurrentControlSet \ Services \ CDRom
20 NI 1 o Autorun waloll aoud i
0k L Jadlyg el A (e MP3 diay liall a8l ) (Aga g @ Gl @
ade baal) o iy g4l jhad) 4) il of mp3.reg aub cile Jas ol
Windows Registry Editor Version 5.00
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MediaPlayer\Settings]
1
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MediaPlayer\Settings\MP3Enco
[ding
LowRate"=dword:0000dac0"
MediumRate"=dword:0000fa00"
MediumHighRate"=dword:0001f400"
HighRate"=dword:0002ee00"
el s Gy L Windows Media Player ) qa ) el ) 4aild e 5
MP3 L) - (AU GA mmmmmam T (LR [FIIE Q. <) A5, WMP
LA jlgad) S a3 Al A3l Baall ddjedd o
RUN ------ CMD ------ SYSTEMINFO
System File Checker (sfc) i 2 L o
2l dase DA G Y 138 aadiy
Alaall eliy



sfc [/scannow] [/scanonce] [/scanboot] [/revert] [/purgecache]
[[/cachesize=Xx
Ok laall
/scannow
W5yl dgaaall alad) Cilile 43S aad
/scanonce
Baa) g 5 dranall Al il A8 Lands
/scanboot
W all] Jadi Bale ) Lgd A B pa JS (8 Aanal) aladl) cilile ABLS (yands
[revert
A dadal) Y dleal) ) el £l )
/purgecache
cililal cdgall oAl 33a g £ % Windows File Protection <l 48ls jaadiy
.5yl dgaaall allait)
/cachesize=x
cilal cdgall ¢ Adll Bas ol culy Lialy aal) (i, Windows File Protection
/?
) A ga B clahadl) 2 e
SALEY) S8 Lahal) ASlAT Joaiy gl BaleY jeabg Aladlia & g dlla B o
1eh LS i b oo L) Jgagll (S g allail) Saladiad (gash ¢ -1
AUALY Baladiud >aUAH < ) g3l >A8atal) gal judl >zal al) 4> )
Al Balaiad Jids o ) dla o
Gl pi F8ls ke al jgall Jdi sy 2ic -2
LAST Good Known Configuration
<l ghil) &l o REPAIR JUAS 4l ) o 438 gall F8 Ao haiudal) day g 5 92k gl) 4d) ghas) (e sl 330k oo -3

Recovery Console &k s -4
Al Y Gk e Sl o L ol i
d:\i386\winnt32.exe /cmdcons

CDROM (s Jll i all (2 D &

o) Gl g Jeabsh ) Jedall o

N A cadl dua g Aaal) e S 1) @) gal >asal da gl

1l Ao g 1R JRI o (e g Ghal) & 1 JLASAdaa)

Recovery console: Allow floppy copy and access to all drives and folders

WGl ga ads (el A a4

9 ADMINISTRATOR il (s (585 0 48 9 WINDOWS XP ¢« ¥ Recovery Console Jbid) 5 jlgall Jaudi 3ale) o
FIXBOOT <Y 4L

Cmaadl) cildla g il g udl) (WSH)LAIAjeLhJ\ Jaw A Jgasll 8 pladd) iyl gall (o a5 Al duald slal) cSaadl e R @

Gaob o L3S oy g Slgal! sl cilile pa aady ddea 9y Sa) Jaaddl 49 <) gaa) ¢ Windows Scripting Host
cscript.exe and wscript.exe L § (sudidii (dla
QsSE LS caaial g daa g dad by gl cowsy J) g2y Al o o s cile 08 B L 5A iy Sa)

JS FILE & JSE FILE & VBE FILE & VBS FILE & WSH FILE & WSF FILE
-1 Gk (5 dlld e (%

RUN ------- REGEDIT ------- [HKEY_CLASSES_ROOT\JSFile\Shell]

Clilal) Al e &g ad

JS FILE & JSE FILE & VBE FILE & VBS FILE & WSH FILE & WSF FILE
cila JS ae @il ghadl) s ) <5 s EDIT (Y Default zUball 4edl) juis o

RUN ------- REGEDIT ------ HKEY_CURRENT_USER\SOFTWARE \Microsoft\Windows SEHpE Host\Settings
Al 2l gas) Sy s TrustPolicy 4w su DWORD  Gils sL)



"0" = all, "1" = prompt, "2" = only trusted
RUN -------REGEDIT --—--[ HKEY_LOCAL_MACHINE\Software\Microsoft\Windows SEHPE Host\Settings

AL adl) Lgilas) 5 4 cililal) pLi) oy
Enable (REG_DWORD)

e "0" - disabled
e "1" - enabled

Remote (REG_DWORD)

e "0" - disable remot
¢ "1" - allow remote

DisplayLogo (REG_SZ)

e "0" - no logo
e "1" - display logo

e

CMD (2 4adiall jal ¥ (sany

ADDUSERS Add or list users to/from a CSV file

ARP Address Resolution Protocol

ASSOC Change file extension associations

ASSOCIAT One step file association

AT Schedule a command to run at a later time

ATTRIB Change file attributes

BROWSTAT Get domain, browser and PDC info

CACLS Change file permissions

CALL Call one batch program from another

CD Change Directory move to a specific Folder
CHANGE Change Terminal Server Session properties
CHKDSK Check Disk - check and repair disk problems
CHKNTFS Check the NTFS file system

CHOICE Accept keyboard input to a batch file

CIPHER Encrypt or Decrypt files/folders

CleanMgr Automated cleanup of Temp files, recycle bin
CLEARMEM Clear memory leaks

CLIP Copy STDIN to the Windows clipboard.

CLS Clear the screen

CLUSTER Windows Clustering

CMD Start a new CMD shell

COLOR Change colours of the CMD window

CcCoMP Compare the contents of two files or sets of files
COMPACT Compress files or folders on an NTFS partition
COMPRESS Compress individual files on an NTFS partition
CON2PRT Connect or disconnect a Printer

CONVERT Convert a FAT drive to NTFS.

COPY Copy one or more files to another location
CSVDE Import or Export Active Directory data

DATE Display or set the date

Dcomcnfg

DCOM Configuration Utility



DEFRAG Defragment hard drive

DEL Delete one or more files

DELPROF Delete NT user profiles

DELTREE Delete a folder and all subfolders

DevCon Device Manager Command Line Utility

DIR Display a list of files and folders

DIRUSE Display disk usage

DISKCOMP Compare the contents of two floppy disks
DISKCOPY Copy the contents of one floppy disk to another
DNSSTAT DNS Statistics

DOSKEY Edit command line, recall commands, and create macros
DSADD Add user (computer, group..) to active directory
DSQUERY List items in active directory

DSMOD Modify user (computer, group..) in active directory

ECHO Display message on screen

ENDLOCAL End localisation of environment changes in a batch file
ERASE Delete one or more files

EXIT Quit the CMD shell

EXPAND Uncompress files

EXTRACT Uncompress CAB files

FC Compare two files

FDISK Disk Format and partition

FIND Search for a text string in a file

FINDSTR Search for strings in files

FORMAT Format a disk

FREEDISK Check free disk space (in bytes)

FSUTIL File and Volume utilities

FTP File Transfer Protocol

FTYPE Display or modify file types used in file extension
associations

GLOBAL Display membership of global groups

GOTO Direct a batch program to jump to a labelled line
HELP Online Help

HFNETCHK Network Security Hotfix Checker
IFMEMBER 1Is the current user in an NT Workgroup
INSTSRV Install an NT Service

IPCONFIG Configure IP

KILL Remove a program from memory
LABEL Edit a disk label

LOCAL Display membership of local groups
LOGEVENT Write text to the NT event viewer.
LOGOFF Log a user off

LOGTIME Log the date and time in a file

MAPISEND Send email from the command line
MEM Display memory usage

MD Create new folders

MODE Configure a system device

MORE Display output, one screen at a time



MOUNTVOL Manage a volume mount point

MOVE Move files from one folder to another

MOVEUSER Move a user from one domain to another

MSG Send a message

MSIEXEC Microsoft Windows Installer

MSINFO Windows NT diagnostics

MSTSC Terminal Server Connection (Remote Desktop Protocol)
MUNGE Find and Replace text within file(s)

MV Copy in-use files

NET Manage network resources

NETDOM Domain Manager

NETSH Configure network protocols

NETSVC Command-line Service Controller

NBTSTAT Display networking statistics (NetBIOS over TCP/IP)
NETSTAT Display networking statistics (TCP/IP)

NOW Display the current Date and Time

NSLOOKUP Name server lookup

NTBACKUP Backup folders to tape

NTRIGHTS Edit user account rights

PATH Display or set a search path for executable files
PATHPING Trace route plus network latency and packet loss
PAUSE Suspend processing of a batch file and display a message
PERMS Show permissions for a user

PERFMON Performance Monitor

PING Test a network connection

POPD Restore the previous value of the current directory saved by PUSHD
PORTQRY Display the status of ports and services

PRINT Print a text file

PRNCNFG Display, configure or rename a printer

PRNMNGR Add, delete, list printers set the default printer
PROMPT Change the command prompt

PUSHD Save and then change the current directory

QGREP Search file(s) for lines that match a given pattern.
RASDIAL Manage RAS connections

RASPHONE Manage RAS connections

RECOVER Recover a damaged file from a defective disk.

REG Read, Set or Delete registry keys and values

REGEDIT Import or export registry settings

REGSVR32 Register or unregister a DLL

REGINI Change Registry Permissions

REM Record comments (remarks) in a batch file

REN Rename a file or files.

REPLACE Replace or update one file with another

RD Delete folder(s)

RDISK Create a Recovery Disk

RMTSHARE Share a folder or a printer

ROBOCOPY Robust File and Folder Copy

ROUTE Manipulate network routing tables

RUNAS Execute a program under a different user account



RUNDLL32 Run a DLL command (add/remove print connections)
SC Service Control

SCHTASKS Create or Edit Scheduled Tasks

SCLIST Display NT Services

ScriptIt Control GUI applications

SET Display, set, or remove environment variables

SETLOCAL Begin localisation of environment changes in a batch file
SETX Set environment variables permanently

SHARE List or edit a file share or print share

SHIFT Shift the position of replaceable parameters in a batch file
SHORTCUT Create a windows shortcut (.LNK file)

SHOWGRPS List the Workgroups a user is in

SHOWMBRS List the members of a Workgroup

SHUTDOWN Shutdown the computer

SLEEP Wait for x seconds

SOON Schedule a command to run in the near future

SORT Sort input

START Start a separate window to run a specified program or command
SU Switch User

SUBINACL Edit file and folder Permissions, Ownership and Domain
SUBST Associate a path with a drive letter

TASKLIST List running applications and services

TIME Display or set the system time

TIMEOUT Delay processing of a batch file

TITLE Set the window title for a CMD.EXE session

TOUCH Change file timestamps

TRACERT Trace route to a remote host

TREE Graphical display of folder structure

TYPE Display the contents of a text file

USRSTAT List domain usernames and last login

VER Display version information

VERIFY Verify that files have been saved

VOL Display a disk label

WHERE Locate and display files in a directory tree

WHOAMI Output the current UserName and domain

WINDIFF Compare the contents of two files or sets of files
WINMSD Windows system diagnostics

WINMSDP Windows system diagnostics 11

WMIC WMI Commands

XCACLS Change file permissions

XCOPY Copy files and folders

If you know any... PM and I will add some.

tsshutdn.exe /powerdown (for shutdown)

tsshutdn.exe /reboot (for reboot)

DG A Jas S o
ah M JS roal desktop.ini il gl i sde cile dilal) bk desktop.ini 4ew) Jaxia cila g (pigle Ua)
Aul )
[ExtShellFolderViews]



{BE098140-A513-11D0-A3A4-00C04FD706EC}={BE098140-A513-11D0-A3A4-00C04FD706EC}
[{BE098140-A513-11D0-A3A4-00C04FD706EC}]

Attributes=1

IconArea_lmage=Folder Settings\Background.JPG

IconArea_Text=0x00000000

Cile )3 8Ss a0Y laks R alaeia 1) Julsill 15> Folder Settings 4 uia g Jas) 1 saaly 5 shi (il 4
desktop.ini

I8 cwald M3 Background.jpg L) Gy @ A B gle Buga (5 03 Al Jga das 128 ey | Al g

¢ Ayl Jao) LA aa pdile Gl g) daale (e algdl) ) ga Clilall pland Ay cigiSa AN Badd) g8 O a8 quha
IconArea_Text=0x00000000 2t jhu Al b dic  ag

6 A (A 26< ek dagy A JUSG Gijaos itmll Cirg AN 158 e aS) g9 0 jgle ) AN Gall) 2 gsT g gl day AN
Oradd) o lial

0x00000000 = black

0x00FF0000 = blue

0x0000FF00 = green

0x000000FF = red

0x00C000CO = purple

O0x00FFFFFF = white

Jardldl) pa gl ) Gzl plad) a2 @
RUN------ GPEDIT.MSC----USER CONFIGURATION------ ADMINISTRATIVE TAMPLETS------ SYSTEM----- DON’T RUN
SPECIFIED WINDOWS APPLICATION
Aill] (A2 Anial g Asia 31 pall gealill AN Cilal) HAS o5
?Sﬂ‘ :\AJJ sale o cblY o
RUN----REGEDIT----- HKCU----- CONTROLPANEL
NOAazl Lgahans 9 Jauly B3 g gall ciligSall JMA (o ddla 31 jal) ¢y gSall ausly Wgansd 9 STRING VALUE wile (o4l

Common Control Panel Applets:

e access. - Accessibility Applet

e appwiz. - Add/Remove Programs Applet
o console.[s:]| - Console Applet

. timedate.[J}] - Date and Time Applet

. desl&ﬂ - Display Applet

o fax.[¢:] - Fax Applet

« hdwwiz.[5}] - Hardware Wizard Applet

« irprops.[@3 - Infrared Port Applet

« intl.[d:] - International and Regional Applet
« inetcpl.dy] - Internet Settings Applet

. joy.ﬁﬁloystick Applet

« liccpa.[d:] - Licensing Applet

« main.[d3] - Mouse and Keyboard Applet
 micfg32. - Mail Applet

e« MmMSYySs. - Sound and Multimedia Applet
« modem.[s:]| - Modem and Phone Applet

« ncpa.=3] - Network and connectivity Applet



netcpl.[5Y] - Network and Dial-up Connectivity Applet
nwc.[J3| - Netware Client Applet
odbcch@ - ODBC Applet

devapps.[d:] - PC Card Applet

ports.[d:]| - Ports Applet

powercfg.[d3] - Power Management Applet
sticpl.% Scanner and Camera Applet
srvimgr.[d:]| - Server Manager Applet
sapi.[d:]| - Speech Properties Applet
sysdm. - System Applet

telephon. - Telephony Applet

tweakui. - TweakUI Applet

nusrmgr. - User Manager Applet
wspcpl32. - WSP Client Applet
quicktime. - QuickTime Applet

« S32LUCP1. - Norton Live Update Applet

o« cpqmgmt.[d:] - Compaq Insight Agents Applet

CA L sUEA) A8 @
RUN-----REGEDIT-----HKCU-----SOFTWARE-----MICROSOFT------WINDOWS-----CURRENT
VERSION------POLICIES------EXPLORER

4l adll) saa) Lguded 9 NODRIVES 43asi 9 DWORD (oAl
C=4 &D=4*2=8&E=8*2=16
3FFFFFF Aadl) aad Clidi L) asey ¢UAY

MY COMPUTER ¢aldll (e} 2 asaill o
HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\0
DWORD= Flags 47 dall Jaxi 4

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\internet Settings\Zones\0
DWORD:= Flags 47 4asll s
INTERNET OPTION ol () & MY COMPUTER gl i g

Jodbgll sy Mic ADMINISTRATOR &Y o

TASK MANEGER _sgd pial o
HKCU-----SOFTWARE-----MICROSOFT-----WINDOWS------CURRENT VERSION----POLICIES

DWORD= DISABLE TASKMGR =1



Jedbigh A Jsial xie NUM LOCK Jsiil
HKCU-----CONTROL PANEL----KEYBOARD
STRING VALUE= INITIALKEYBOARDINDICATORS=2

ADMINISTRATIVE TOOLS&DEVICE MANEGER&MMC (! Jsaall aial

HKCU----SOFTWARE----POLICIES-----MICROSOFT-----MMC

PROGRAM FILE (lSa il o

HKLM-----SOFTWARE-----MICROSOFT------ WINDOWS------ CURRENT VERSION

45N RESOLUTION _asc

Adll o e oidi g G4

HKLM-----SYSTEM----CURRENT CONTROL SET------ SERVICES-----LANMANSERVER------ PARAMETERS

YEIRA| s@iy o

HKLM-----SOFTWARE------ MICROSOFT------- WINDOWS------ CURRENT VERSION-----POLICIES-----EXPLORER

lgale Lk ) @l gall cidal o
HKCU------ SOFTWARE------ MICROSOFT------- INTERNET EXPLORER------ TYPEDURL
BOOT.INI &us &4y b o
[boot loader]
timeout=3
default=multi(0)disk(0)rdisk(0)partition(1)\WINDOWS
[operating systems]

multi(0)disk(0)rdisk(0)partition(1)\WINDOWS="Microsoft Windows XP Professional" /noexecute=optin
[fastdetect



JaesS) Jas 4835 b il ) S5 ada

VALIDATION----CUSTOM------ =COUNTIF($AS$1:5A$20;A2)=1

e conditional format

Hide Errors
You can use conditional formatting to Al B| € |
check for errors, and change the font _1 |Days Units _Dail

o2 ¥ 71 10
colour to match the cell colour. In this ——

areor od 73| o of#bivioi
example, if column B contains a zero, e 4 53 15
the #DIV/0! error is displayed in g g 29
—— —

column C.

1. Select cells C2:C5

2. Choose Format|Conditional
Formatting

3. From the first dropdown,
choose Formula Is

4. For the formula, enter a
formula that refers to the
active cell in the selection:

=ISERROR(C2)

or, to hide only #N/A errors:
=ISNA(C2)

5. Click the Format button.

6. Select a font colour to match
the cell colour.

7. Click OK, click OK

Hide Duplicate Values

In a table, each row should have all data entered, to

Conditional Formatting

[—

ondition 1
’_(IFDrmula Is =| [=IsERROR(C2)

enable sorting and filtering. However, you can hide

the duplicate values, to make the list easier to read. In
this example, when the table is sorted by Region, the
second (and subsequent) occurences of each region
name will have white font colour.

In Excel 2003: A
1 | Region
1. Select range A2:A5 2 | Ontario
2. Choose Format|Conditional Formatting 3
3. From the first dropdown, choose Formula Is 4 | Quebec
4. For the formula, enter 3

=A2=A1
Click the Format button.
6. Select a font colour to match the cell colour.

v



7. Click OK, click OK

In Excel 2007:

1. Select range A2:A5

2. On the Ribbon, go to the Home tab and click
Conditional Formatting

3. Click New Rule

4. Click Use a Formula to Determine Which Cells
to Format

5. For the formula, enter
=A2=A1

6. Click the Format button.

Select a font colour to match the cell colour.

8. Click OK, click OK

N

Highlight Duplicates in Column

Use conditional formatting to highlight duplicate 1
entries in a column: 2 | Conditional Formatting
3 3 dition 1
1. Select range A2:A11 - e
2. Choose Format|Conditional Formatting el WLI | =COUNTIF(sas2:54511,42)> 1
3. From the first dropdown, choose Formula 5] 3 Tommr TR s Al
Is 6] 9 when condition is true: a
4. For the formula, enter 71 8
=COUNTIF($A$2:5A$11,A2)>1 sl ol @ Add >
5. Click the Format button. 9| 2 _l

o

Select a font colour for highlighting.
7. Click OK, click OK

Highlight Items in a List

Use conditional formatting to highlight items that are in a list
on the worksheet.:

A B C
1. Create a list of items you want to highlight. If the 1 | Codes | |Ua|id |
items are on a different sheet than the conditional 2 | AA IAA _|
formatting, name the list. 3| BB BB
2. Select range A2:A7 4| GG cC
3. Choose Format|Conditional Formatting 5 AA
4. From the first dropdown, choose Formula Is 6 FF
5. For the formula, enter z cC

=COUNTIF($C$2:$C$4,A2)
or, if the list is named, use the name in the formula:
=COUNTIF(Codelist,A2)

6. Click the Format button.

Select a font colour for highlighting.

8. Click OK, click OK

N


http://www.contextures.com/xlNames01.html

Highlight Lottery Numbers

You can highlight the ticket numbers that have been drawn
in a lottery. In this example the ticket numbers are in cells

B2:G4, and the drawn numbers are entered in cells B6:G6 A |B|C|D|E|F]| G|
1 No1 No2 No3 Nod4 Nod Nob
1. Select cells B2:G4 2 |Tickett 2 15 26 27 36 48
2. Choose Format|Conditional Formatting 3 Ticket? 1 12 13 15 24 3
3. From the first dropdown, choose Formula Is 1 | Ticket3 3 5 20 28 37 40
4. For the formula, use the Countlf function: ]
=COUNTIF($B$6:5G$6,B2) 6 | Drawn 3 15 25 26 47 49
5. Click the Format button.
6. Select formatting options (green pattern, in this
example), click OK
7. Click OK
Highlight Upcoming Expiry Dates
You can highlight payments that are due in the next thirty
days. In this example, Due dates are entered in cells A2:A4.
1. Select cells A2:A4 A | B |
2. Choose Format|Conditional Formatting 1 Date Days
3. From the first dropdown, choose Formula Is "2 | 21-Dec-02 -
4. Forthe formula, use the Today function count the "3 | 22.Deca? ]
days: 4 | 23Dec02 1
=AND(A2-TODAY()>=0,A2-TODAY()<=30)
5. Click the Format button.

6. Select formatting options (Bold, Blue font, in this
example), click OK
7. Click OK

Hide Cell Contents When Printing

You can use conditional formatting to hide cells when printing.
In this example, the contents of cells B2:F4 are changed to
white font, if cell H1 contains an x.

To print with the cell contents hidden, type an x in cell H1. To miTIwlT!F

X
display the cell contents, delete the x in cell H1. L
2 | Deptl
Select cells B2:F4 3 | Dept2 %
Choose Format|Conditional Formatting 4 | Dept3

From the first dropdown, choose Formula Is 4
For the formula, enter =SHS$1="x"

Click the Format button.

Select formatting options (white font and white

pattern, in this example)

7. Click OK, click OK

ouhkwnpeE



Shade Alternating Rows

You can use conditional formatting to shade alternating

rows on the worksheet. A | B o
1
1. Click the Select All button, above the Row 1 2
button, to select all the cells on the worksheet. 3
2. Choose Format|Conditional Formatting 4
3. From the first dropdown, choose Formula Is ]
4. For the formula, enter =MOD(ROW(),2) b
5. Click the Format button. i
6. On the Patterns tab, select a colour for shading
7. Click OK, click OK
Shade Bands of Rows
You can use conditional formatting to shade bands of
rows on the worksheet. In this example, 3 rows are
shaded light grey, and 3 are left with no shading. In
the MOD function, the total number of rows in the set A | | C
of banded rows (6) is entered. ;
3
1. Click the Select All button, above the Row 1 4
button, to select all the cells on the 5
worksheet. 5
2. Choose Format|Conditional Formatting 7
3. From the first dropdown, choose Formula Is i
4. For the formula, enter =MOD(ROW(),6)<3 a
5. Click the Format button.
6. On the Patterns tab, select a colour for
shading
7. Click OK, click OK
Shade Alternating Filtered Rows
You can use conditional formatting to shade alternating rows in
a filtered list.
A
1. Select the cells in the list (A2:B29 in this example). 1 Month ~{Oty |
2. Choose Format|Conditional Formatting 2 Jan kil
3. From the first dropdown, choose Formula Is & _|Jan B
4. For the formula, enter 14 |Jan [
=MOD(SUBTOTAL(3,5A$1:$A2),2) e =0
Click the Format button. gg Jan 100

© N

On the Patterns tab, select a colour for shading
Click OK, click OK

Filter the list, and the shading will alternate in the

visible rows.




Create Coloured Shapes

You can use conditional formatting and the Wingding font to

create coloured shapes in a cell. In this example, coloured

shapes will appear in cells C3:C7, depending on the value in the

adjacent cell in column B. If the value is less than 10, a red

circle will appear, if the value is greater than 30, a green square

will appear. Otherwise, a yellow diamond will appear.

w

Nou s

10.
11.

12.

13.

In cell C3 enter the formula:
=IF(B3="","",IF(B3<10,"I",IF(B3>30,"n","t")))
Copy the formula down to cell C7
Format cells C3:C7 with Wingding font, and yellow font
color
Select cells C3:C7
Choose Format|Conditional Formatting
From the first dropdown, choose Formula Is
For the formula, use the Today function count the
days:
=$B3<10
Click the Format button, and select Red as the font
colour, then click OK.
Click the Add button, and for Condition 2, choose
Format|Conditional Formatting
From the first dropdown, choose Formula Is
For the formula, use the Today function count the
days:
=$B3>30
Click the Format button, and select Green as the font
colour, then click OK.
Click OK

Al B | D

2

3 44
4 14
5 17
6 o
7 20
8




Sum a range of cells -- SUM

The SUM function will add the numbers in a range of
cells. Its syntax is:

=SUM(number1, number2,...number30).
The arguments (e.g. numberl) can be cell references, or
typed into the formula. The following example uses one
argument -- a reference to cells A1:A4.

1. Select the blank cell in the row below the cells that
you want to sum, cell A5 in this example.
2. Click the AutoSum button on the Standard toolbar

¥ .

o A SUM formula will appear in the active cell
3. Pressthe Enter key to complete the entry. &

Note: Instead of using the AutoSum button, you
could type the formula into the cell.

Sum a range of cells -- OFFSET

If you insert a row directly above the SUM formula in
the previous example, the new row may not be included
in the SUM. It may continue to sum cells A1:A4, and
ignore AS. To ensure that new rows are included in the
total, you can use the OFFSET function.

1. Select cell AS.
2. Enter the following formula:
=SUM(A1:0FFSET(A5,-1,0))
3. Pressthe Enter key to complete the entry.
Insert a row above row 5
5. Type a numberin cell A5, and it will be included in
the total in cell A6 &

b

A B
1 20
2 50
3 60
41 50
5 |=SUM(ATA4)
6 | SUM(number1, [nu
A B C
1 20
2 a0
3 60
4 a0
5

=SUM(AT:OFFSET(AS-1,0))




Grand Total a range of cells

A B G D
You can calculate row total.s, column totals, and a grand 1 50 10 15
total for a range of cell, all in one step. 5 50 20 30
1. Select the range of cells, and the blank row below 3 60 50 40
the range, and the blank cells in the column to the 4 20 60 10
right (cells A1:D5 in the example at right) 5 1
2. Click the AutoSum button on the Standard toolbar " -
o A SUM formula will be entered for each
Total &
Sum cells that match criteria -- SUMIF
A | B [c] D | E
Match criterion exactly 1 Iltem . Qty I
2| Pen a
You can calculate a total for rows that meet a specific 3 | Pencil 9
criterion. In this example only the rows with Pen orders 4| Binder g
will be included in the total. 5 | Pen 6
1. Select the cell in which you want to see the total 6 PEH 19
2. Type an equal sign (=) to start the formula T Bmder 12
3. Type: SUMIF( § | Pencil 10
4. Select the cells that contain the values to check for 9 | Binder 6
the criterion. In this example, cells A2:A10 will be 10 Pen | 11)
checked 11
5. Type a comma, to separate the arguments E =SUMIF(A2:A10 "Pen" B2:B1 [jb
6. Type the criterion. In this example, you're checking E | SUMIF(range, criteria, [sum_range])
for text, so type the word in double quotes: "Pen" = -

Note: upper and lower case are treated equally
7. Type a comma, to separate the arguments
8. Select the cells that contain the values to sum. In
this example, cells B2:B10 will be summed
9. The completed formula is:
=SUMIF(A2:A10,"Active",B2:B10)
10. Press the Enter key to complete the entry 4

Note: Instead of typing the criterion in a formula, you can
refer to a cell. For example, the formula in step 9 above
could be changed to:

=SUMIF(A2:A10, B12, B2:B10)
if cell B12 contained the text — pen.



Match criterion in a string

You can add cells that contain a criterion as part of the
cell's contents. In this example all Pen, Gel Pen, and
Pencil orders will be summed, because they contain the
string "pen".

1.

w

10.
11.

Note: Instead of typing the criterion in a formula, you can
refer to a cell. For example, the formula in step 9 above

Select the cell in which you want to see the total

(cell A12 in this example)

Type an equal sign (=) to start the formula

Type: SUMIF(

Select the cells that contain the values to check for

the criterion. In this example, cells A2:A10 will be

checked

Type a comma, to separate the arguments

Type the criterion. In this example, you're checking

for text, so type the word in double quotes, with

one or more asterisk (*) wildcard characters:
"*pen*"

Note: upper and lower case are treated equally

Type a comma, to separate the arguments

Select the cells that contain the values to sum. In

this example, cells B2:B10 will be summed

Type a closing bracket. The completed formula is:

=SUMIF(A2:A10,"*Pen*",B2:B10)

Press the Enter key to complete the entry

The result will be 53, the total of rows that contain

the string, "Pen"

could be changed to:
=SUMIF(A2:A10,"*" & B12 & "*",B2:B10)
if cell B12 contained the text — pen. a

A | B lc| D |

1 ltem L Qty I

2 | Pen o]

3 | Pencil 9

4 | Binder 9

5| Pen 6

6 | GelPen 12

7 | Binder 12

8 | Pencil 10

9 | Binder 6

10| Pen L 11)

11

12| =SUMIF(A2:A10,"*Pen*" B2:B10)
13 | SUMIF(range, criteria, [sum_range])




Criterion and operator

You can use an operator with a criterion. In this
A | B [c| D]
example only the rows where the number of sales reps -
is greater than or equal to ten will be included in the 1 City M
total. 2 | Toronto 25| 60
3 | Ottawa 15 94
1. Select the cell in which you want to see the total 4 | Hamilton a| 64
2. Type an equal sign (=) to start the formula 5 | London Bl 38
3. Type: SUMIF( ' 6 | Kingston 10] 29
4. Select‘the. cells tha.t contain the values to chgck for 7 | Guelph 3| 57
the criterion. In this example, cells B2:B10 will be 3 | Waterloo 7 4
checked —
5. Type a comma, to separate the arguments g_ D_Shawa 6l 29
6. Type the criterion. In this example, you're checking 10 Milton -—znﬁ-
for rows where the number of visits is greater than 11
or equal to 10. The >= operator is used before the 12 |=SUMIF(B2:B10,"==10" C2:C10)
number, and the entire criterion is enclosed in 13 | SUMIF{range, criteria, [sum_range])

double quotes.

7. Type a comma, to separate the arguments

Select the cells that contain the values to sum

9. Type a closing bracket. The completed formula is:

=SUMIF(B2:B10,">=10",C2:C10)

10. Press the Enter key to complete the entry

11. The result will be 183, the total of rows with ten or
more sales reps.

o

Note: Instead of typing the criterion in a formula, you can
refer to a cell. For example, the formula in step 9 above
could be changed to:

=SUMIF(B2:B10,">=" & B12,C2:C10)
if cell B12 contained the number — 10. a

Sum cells that match multiple criteria -- SUMPRODUCT
Match multiple criteria

You can calculate a total for rows that meet two or more criteria.
In this example only the rows where the status is "Active" and the
number of visits is greater than or equal to ten will be included in
the total.



A | B | ¢ | o | E | F | @6

1 | Status Visits Amt
2 [Active ] 4 100
3 | Hold 15 230
4 | Active 10 125
5 | Active 18 200
6 | Hold 9 180
7]
8 | Total Active with Visits ==10
9 |=SUMPRODUCT(—(A2:AB="Active") —(B2-B6>=10) —(C2:C6))
10 | SUMPRODUCT (arrayl, [array2], [array3], [array4], [array3], ...) |
1. Select the cell in which you want to see the total
2. Type an equal sign (=) to start the formula
3. Type: SUMPRODUCT(--(
4. Select the cells that contain the values to check for the first criterion. In this example, cells A2:A6
will be checked
5. Type the first criterion: ="Active"
6. Type),~(
7. Select the cells that contain the values to check for the second criterion. In this example, cells B2:B6
will be checked
8. Type the second criterion: >=10
9. Type),~(
10. Select the cells that contain the values to sum. In this example, cells C2:C6 will be summed
11. Finish with closing brackets: ))
12. The completed formula is:
=SUMPRODUCT(--(A2:A6="Active"), --(B2:B6>=10),--(C2:C6))
13. Press the Enter key to complete the entry
F Y

Workaround #1 -- Subtotal

For a record count of the visible rows which contain data, you can use the Subtotal function in a formula in the
same row as your headings. For example, to count the visible entries in column D which contain numbers, you
could use this formula:

=SUBTOTAL(2,D:D)

The 2 in the first argument tells Excel to use the COUNT function on the visible cells in the range.

To count rows that contain text, you could change the formula:
=SUBTOTAL3,C:C)-1
The 3 is for the COUNTA function, and the -1 removes one for the row which contains the column heading.



Current date: Ctrl+; (semicolon)
Current time: Ctrl+Shift+; (semicolon)
Go to Past special

Comments Selects only the cells that contain a cell comment.

Constants  Selects all nonempty cells that don’t contain formulas. Use the check boxes under the

Formulas option to choose which types of nonformula cells to include.
Formulas Selects cells that contain formulas. Qualify this by selecting the type of result:
numbers,

text, logical values (TRUE or FALSE), or errors.

Blanks Selects all empty cells.

Current Region Selects a rectangular range of cells around the active cell. This range is determined by
surrounding blank rows and columns. You can also the use Ctrl+Shift+* shortcut key

combination.

Current Array Selects the entire array. See Chapter 17 for more information about arrays.

Objects Selects all graphic objects on the worksheet.

Row Differences Analyzes the selection and selects cells that are different from other cells in each row.

Column Differences Analyzes the selection and selects the cells that are different from other cells in
each

column.

Past special

All: Pastes the cell’s contents, formats, and data validation from the Windows Clipboard.

n Formulas: Pastes values and formulas, with no formatting.

n Values: Pastes values and the results of formulas (no formatting). The destination for the copy can
be a new range or the original range. In the latter case, Excel replaces the original formulas with
their current values.

n Formats: Copies only the formatting.

n Comments: Copies only the cell comments from a cell or range. This option doesn’t copy cell



contents or formatting.

n Validation: Copies the validation criteria so the same data validation will apply. Data validation is
applied by choosing Data = Data Tools = Data Validation.

n All Using Source Theme: Pastes everything, but uses the formatting from the document theme

of the source. This option is relevant only if you’re pasting information from a different workbook,
and the workbook uses a different document theme than the active workbook.

n All Except Borders: Pastes everything except borders that appear in the source range.

n Column Widths: Pastes only column width information.

Formulas And Number Formats: Pastes all values, formulas and number formats (but no other
formatting).

n Values And Number Formats: Pastes all values and numeric formats, but not the formulas

An Alternative to Cell Comments

You can make use of Excel’s Data Validation feature to add a different type of comment to a cell. This
type

of comment appears automatically when the cell is selected. Follow these steps:

1. Select the cell that will contain the comment.

2. Choose Data = Data Tools = Data Validation to display the Data Validation dialog box.

3. In the Data Validation dialog box, click the Input Message tab.

4. Make sure that the Show Input Message When Cell Is Selected check box is checked.

5. Type your comment in the Input Message box.

6. As an option, type a title in the Title box. (This text will appear in bold at the top of the message.)
7. Click OK to close the Data Validation dialog box.

After performing these steps, the message appears when the cell is activated, and it disappears when
any other cell is activated.

Note that this message isn’t a “real” comment. For example, a cell that contains this type of message
doesn’t



Changing a comment’s shape

Normally, a cell comment is rectangular, but they don’t have to be. To change the shape of a cell
comment,

add a command to your Quick Access Toolbar (QAT):

1. Right-click the QAT and select Customize Quick Access Toolbar. The Customization section

of the Excel Options dialog box appears.

2. In the drop-down list labeled Choose Commands From, select Drawing Tools | Format Tab.

3. In the list on the left, select <&l z1,2) & Change Shape and click the Add button.

4. Click OK to close the Excel Options dialog box.

After performing these steps, your QAT has a new Change Shape icon.

To change the shape of a comment, make sure that it’s visible (right-click the cell and select Show/Hide

Comments). Then click the comment’s border to select it as a Shape (or, Ctrl+click the comment to select
it

as a Shape). Click the Change Shape button on the QAT and choose a new shape for the comment.
Excel’s new file formats are

n XLSX: A workbook file that does not contain macros

n XLSM: A workbook file that contains macros

n XLTX: A workbook template file that does not contain macros

n XLTM: A workbook template file that contains macros

n XLSA: An add-in file

n XLSB: A binary file similar to the old XLS format but able to accommodate the new features

n XLSK: A backup file

With the exception of XLSB, these are all “open” XLM files, which means that other applications are able
to read and write these types of files.

The XML files are actually zip-compressed text files. If you rename one of these files to have
a ZIP extension, then you’ll be able to examine the contents using any of several zip file

utilities—including the zip file support built into Windows



Locking Formula Cells in a Template File

If novices will use the template, you might consider locking all the formula cells to make sure that the
formulas aren’t deleted or modified.

1. Press F5 to display the Go To dialog box.

2. Click the Special button to display the Go To Special dialog box.

3. Select Constants and click OK. This step selects all of the nonformula cells.

4. Right-click any one of the selected cells and choose Format Cells from the shortcut menu. The
Format Cells dialog box appears.

5. In the Format Cells dialog box, click the Protection tab.

6. Remove the check mark from the Locked check box.

7. Click OK to close the Format Cells dialog box.

8. Choose Review = Changes = Protect Sheet to display the Protect Sheet dialog box.

9. Specify a password if you like and click OK.

After you perform these steps, you can’t modify the formula cells—unless the sheet is unprotected.

Preventing Certain Cells from Being Printed

If your worksheet contains confidential information, you may want to print the worksheet but not the
confidential

parts. You can use several techniques to prevent certain parts of a worksheet from printing:

n When you hide rows or columns, the hidden rows aren’t printed. Use the Home = Cells &
Format drop-down list to hide the selected rows or columns.

n You can hide cells or ranges by making the text color the same color as the background color. Be
aware, however, that this method may not work for all printers.

n You can hide cells by using a custom number format that consists of three semicolons (;;;). See
Chapter 24 for more information about using custom number formats.

n You can mask off a confidential area of a worksheet by covering it with a rectangle Shape. Choose
Insert = lllustrations = Shapes and click the Rectangle Shape. You’ll probably want to adjust the

fill color to match the cell background and remove the border.



If you find that you must regularly hide data before you print certain reports, consider using the Custom

Views feature, discussed later in this chapter (see “Creating Custom View of Your Worksheet”). This
feature

allows you to create a named view that doesn’t show the confidential information.
Preventing Objects from being Printed

To prevent objects on the worksheet (such as charts, Shapes, and SmartArt) from being printed, you
need to

access the Size And Properties dialog box for the object (see Figure 10.9):

1. Right-click the object and select Size And Properties from the shortcut menu. Excel displays
the Size And Properties dialog box.

2. In the Size And Properties dialog box, select the Properties tab.

3. Remove the check mark from the check box labeled Print Object.

The shortcut menu that appears when you right-click a chart does not display the Size And
Properties menu item. To access the Size And Properties dialog box for a chart, click the dialog

box launcher in the Chart Tools= Format=> Size group.

function

="Part-"&"”23A” Joins (concatenates) the two text strings to produce Part-23A.
=A1&A2 Concatenates the contents of cell A1 with cell A2. Concatenation works with
values as well as text. If cell A1 contains 123 and cell A2 contains 456, this

formula would return the value 123456.

To make all first letter capital

Functions also can sometimes eliminate manual editing. Assume that you have a worksheet that
contains 1,000 names in cells A1:A1000, and all names appear in all-capital letters. Your boss sees the
listing and informs you that the names will be mail-merged with a form letter—so all uppercase is not
acceptable; for example, JOHN F. SMITH must appear as John F. Smith. You could spend the next several
hours reentering the list—or you could use a formula such as the following, which uses a function to
convert the text in cell Al to the proper case:

=PROPER(A1)



Referencing cells in other worksheets
To use a reference to a cell in another worksheet in the same workbook, use this format:
SheetName!CellAddress

In other words, precede the cell address with the worksheet name, followed by an exclamation point.
Here’s an example of a formula that uses a cell on the Sheet2 worksheet:

=A1*Sheet2!A1l
This formula multiplies the value in cell A1 on the current worksheet by the value in cell A1 on Sheet2.
If the worksheet name in the reference includes one or more spaces, you must enclose it in
single quotation marks. (Excel does that automatically if you use the point-and-click method.)
For example, here’s a formula that refers to a cell on a sheet named All Depts:
=A1*All Depts’! Al
Referencing cells in other workbooks
To refer to a cell in a different workbook, use this format:
=[WorkbookName]SheetName!CellAddress

In this case, the workbook name (in square brackets), the worksheet name, and an exclamation point
precede the cell address. The following is an example of a formula that uses a cell reference in the Sheetl

worksheet in a workbook named Budget:
=[Budget.xlsx]Sheet1!Al
If the workbook name in the reference includes one or more spaces, you must enclose it (and the sheet

name) in single quotation marks. For example, here’s a formula that refers to a cell on Sheetlina
workbook

named Budget For 2008:

=A1*'[Budget For 2008.xlIsx]Sheet1’!Al

When a formula refers to cells in a different workbook, the other workbook doesn’t have to be open. If the
workbook is closed, however, you must add the complete path to the reference so that Excel can find it.
Here’s an example:

=A1*'C:\My Documents\[Budget For 2008.xIsx]Sheet1’!A1



A linked file can also reside on another system that’s accessible on your corporate network. The formula
below, for example, refers to a cell in a workbook in the files directory of a computer named DataServer.
=’'\\DataServer\files\[budget.xlsx]Sheet1’!$D$7

To create formulas that refer to cells not in the current worksheet, point to the cells rather

than entering their references manually. Excel takes care of the details regarding the workbook

and worksheet references. The workbook you’re referencing in your formula must be open if you’re going
to use the pointing method.

If you point to a different worksheet or workbook when creating a formula, you’ll notice that

Excel always inserts absolute cell references. Therefore, if you plan to copy the formula to

other cells, make sure that you change the cell references to relative before you copy.

Using formulas within a table
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In many cases, you’ll want to use formulas within a table. For example, in the table shown in Figure 11.11,

you may want a column that shows the difference between the Actual and Projected amounts. As you’ll
see,

Excel 2007 makes this very easy.

1. Activate cell E2 and type Difference for the column header. Excel automatically expands the
table for you.

2. Next move to cell E3 and type an equal sign to signify the beginning of a formula.

3. Press the left arrow key. Excel displays [Actual], which is the column heading, in the
Formula bar.

4. Type a minus sign and then press left arrow twice. Excel displays [Projected] in your
formula.

Press Enter to end the formula. Excel copies the formula to all rows in the table.

If you examine the table, you’ll find this formula for all cells in the Difference column:

=[Actual]-[Projected]



Although the formula was entered into the first row of the table, that’s not necessary. Any time a formula is
entered into an empty table column, it will automatically fill all the cells in that column. And if you need to
edit the formula, Excel will automatically copy the edited formula to the other cells in the column.

The steps listed above used the pointing technique to create the formula. Alternatively, you could have

entered it manually using standard cell references. For example, you could have entered the following
formula

in cell E3:

=D3-C3

If you type the cell references, Excel will still copy the formula to the other cells automatically.

One thing should be clear, however, about formulas that use the column headers: They are much easier
Referencing data in a table

Excel 2007 adds some news ways to refer to data that’s contained in a table by using the table name and

column headers. There is no need to create names for these items. The table itself has a name (for example,

Tablel), and you can refer to data within the table by using column headers.

You can, of course, use standard cell references to refer to data in a table, but the new method has a
distinct

advantage: The names adjust automatically if the table size changes by adding or deleting rows.

Refer to the table shown in Figure 11.11. This table was given the name Tablel when it was created. To
calculate the sum of all the data in the table, use this formula

This formula will always return the sum of all the data, even if rows or columns are added or deleted. And if

you change the name of Tablel, Excel will adjust formulas that refer to that table automatically. For
example,

if you renamed Tablel to be AnnualData (by using the Name Manager), the preceding formula

would be changed to:

Most of the time, you’ll want to refer to a specific column in the table. The following formula returns the
sum of the data in the Actual column:

=SUM(Tablel[Actual])



Custome formate

Positive format; Negative format; Zero format; Text format
[Green]General;[Red]General;[Black]General;[Blue]General

You can use number formatting to hide certain types of entries. For example, the following format string
displays text but not values:

This format string displays values but not text or zeros:

0.0;-0.0;;

This format string displays everything except zeros:

0.0;-0.0;;@

You can use the following format string to completely hide the contents of a cell:
validation

=ISODD(B2) 4x93} k¥ 4L atal

Accepting text only

=ISTEXT(A1)

Accepting only a date that’s a Monday The following Data Validation formula ensures that the cell entry is a
date, and the date is a Monday.

=WEEKDAY(A1)=2

This formula assumes that the active cell in the selected range is cell Al. It uses the WEEKDAY function,
which returns 1 for Sunday, 2 for Monday, and so on.

Assume cell Al contains the letter A (uppercase). The following formula returns the letter a (lowercase):
=CHAR(CODE(A1)+32)

Ua sl ags Gl ( Ad )Rl

=EXACT(A1,A2)



Joining two or more cells

=A1&A2

Notice that the two strings are joined together without an intervening space. To add a space between the
two entries (to get Tucson Arizona), use a formula like this one:

=A1&"” “&A2

Or, even better, use a comma and a space to produce Tucson, Arizona:

=A1&”, “&A2

If you’d like to force the second string to be on a new line, concatenate the strings using CHAR (10), which

inserts a line-break character. Also, make sure that you apply the Wrap Text format to the cell. The
following

example joins the text in cell A1 and the text in cell B1, with a line break in between:
=A1&CHAR(10)&B1

Here’s a final example of using the & operator. In this case, the formula combines text with the result of an
expression that returns the maximum value in column C:

="The largest value in Column Cis “ &MAX(C:C)

TRIM removes all leading and trailing spaces and replaces internal strings of multiple spaces by a
single space.

n CLEAN removes all nonprinting characters from a string. These “garbage” characters often appear
when you import certain types of data.

This example uses the TRIM function. The formula returns Fourth Quarter Earnings (with no excess
spaces): =TRIM(“ Fourth Quarter Earnings “)

UPPER converts the text to ALL UPPERCASE.

n LOWER converts the text to all lowercase.

n PROPER converts the text to Proper Case (the first letter in each word is capitalized, as in a proper

name).



Extracting characters from a string

Excel users often need to extract characters from a string. For example, you may have a list of employee
names (first and last names) and need to extract the last name from each cell. Excel provides several useful
functions for extracting characters:

n LEFT returns a specified number of characters from the beginning of a string.

n RIGHT returns a specified number of characters from the end of a string.

n MID returns a specified number of characters beginning at any position within a string

=RIGHT(A1,10)
Creating checkerboard shading

The following formula is a variation on the example in the preceding section. It
applies formatting to alternate

rows and columns, creating a checkerboard effect.
=MOD(ROW(),2)=MOD(COLUMN(),2)
Shading groups of rows

Here’s another rows shading variation. The following formula shades alternate
groups of rows. It produces

four rows of shaded rows, followed by four rows of unshaded rows, followed by
four more shaded rows,

and so on.
=MOD(INT((ROW()-1)/4)+1,2)
Figure 21.18 shows an example.

For different sized groups, change the 4 to some other value. For example, use
this formula to shade alternate

groups of two rows:

=MOD(INT((ROW()-1)/2)+1,2)



Displaying a total only when all values are entered

Figure 21.19 shows a range with a formula that uses the SUM function in cell C6.
Conditional formatting is

used to hide the sum if any of the four cells above is blank. The conditional
formatting formula for cell C6

(and cell C5, which contains a label) is
=COUNT($C$2:$C$5)=4
Identifying weekend days

Excel provides a number of conditional formatting rules that deal with dates, but
it doesn’t let you identify

dates that fall on a weekend. Use this formula to identify weekend dates:
=OR(WEEKDAY(A1)=7,WEEKDAY(A1)=1)

This formula assumes that a range is selected and that cell Al is the active cell.
Displaying alternate-row shading

The conditional formatting formula that follows was applied to the range
A1:D18, as shown in Figure 21.17,

to apply shading to alternate rows.

=MOD(ROW(),2)=0



